
The prompt that I chose for this week’s discussion states: 
“Find a script related to incident response. Describe the script and how it can be used for incident response. Include a link to the script.”
Github is the most reliable source for open source tools. The script I choose for presentation is called PowerShellMafia/CimSweep. This link will direct you to it: https://github.com/PowerShellMafia/CimSweep.  CimSweep is a suite of CIM/WMI-based tools that enable the ability to perform incident response and hunting operation remotely across all versions of Windows. CimSweep enables the acquisition of time-sensitive data at scale all without needing to deploy an agent. It utilizes powerful CIM cmdlets in PowerShell which support the WSMan protocol. CIM cmdlets to allow the establishment of CIM sessions which can survive reboots. They also use DCOM on systems that either do not support or are not enabled with Windows Remote Management (WinRM) service. CimSweep is comprised of core functionality and domain-specific functionality. The core functionality is designed to facilitate the development of domain-specific functionality for incident responders, hunt operators, or anyone else needing to target information remotely over WMI. Domain specific function seek to write functions enabling them to obtain highly targeted information. 
In the case of an incident, an analyst makes use of the CIM sessions speed up remote queries and enable analysts to establish a session and then they are passed around to perform any function that within the design of all CimSweep support functions. The analyst is granted access to information pertinent data such as assess to registry keys, directory and file listing, event log entries, and services. After access, the analyst may repurpose it within its design capabilities.
Best wishes, 
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